
2:15pm ‐ 3:15pm             Industry Panel ‐ Cyber Security and Emerging Technology

Moderator: Wm. Brad Mead, Vice President, NDI Engineering Company

Panelist: Dan Rupinski, Sales Representative, Oracle Technology Cloud Platform

Panelist: Trib Singh, President/COO and Bill Trussell, Cyber Security SME, EIT, Inc.

Panelist: Dr. John Johnson, President/CEO, MBDM, Inc.



Dan Rupinski

Dan Rupinski, Oracle Technology Software License Sales, Navy Systems 
Commands, 12 years (2 yrs Sun, 10 yrs Oracle)

By trade; Naval Flight Officer, P‐3 Orion as Tactical Coordination/Mission 
Commander, mission of Anti‐Submarine, Anti‐Surface Warfare in the Western 
Pacific, Sea of Japan, Indian Ocean & Gulf 

Shore tour at National Security Agency/Central Security Services, Ft. Meade, MD 
– V42 Program manager for the communication security/transmission security 
equipment MILSTAR satellite system.

Retired from United State Naval Reserves (8 yrs active/12 yrs reserves) in 2005 
as a Lieutenant Commander 

University of Maryland, College Park BA Political Science
National Cryptologic School & University of Baltimore MBA course work
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Trib Singh 
 

Mr. Trib Singh is the President & Chief Operating Officer of EIT, Inc.   Prior to this, he was the 
founder and CEO of Hi-Tec Systems. 
 
He also brings corporate experience working for large aerospace and defence companies, such as, 
Lockheed Martin, Computer Sciences Corporation (now GDIT), and The Mitre Corporation.  
 
Mr. Singh is a seasoned professional and business leader with expertise in the field of aviation, 
which includes Air Traffic Management advanced automation systems, Aviation Safety, Aviation 
Security and Big Data Analytics.   
 
He has managed over 2-dozen federal programs or projects over last 30-years and brings direct 
experience in managing technical engineering, research, management, IT and software 
development contracts for Gov’t Departments and Agencies, such as, the Dept. of Transportation, 
Federal Aviation Administration, Volpe National Transportation Center, NASA, Dept. of Homeland 
Security, Transportation Security Administration, U.S Army Aberdeen Proving Ground, and U.S 
Navy, Naval Air Warfare Center, Aircraft Division, Lakehurst. 

  
Mr. Singh has Bachelor’s degrees in Electronics & Telecommunications Engineering and in Computer Science, and a Masters in Business 
Administration.  He has also received Senior Executive Program Certificates from a joint Harvard-MIT Program, and from Dartmoth.  

 
 

______________________________________________________________________________________ 
6727 Delilah Road, Suite 100, Egg Harbor Township, NJ 08234 

Tel (609) 272-1515    Fax (609) 272-1888 
E-Mail: Trib.Singh@EITinc.net 

www.EITinc.net 
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Bill Trussell  
 

Mr. Bill Trussell is a senior executive and Engineer with extensive knowledge and several decades of 
experience in Avionics and Air-to-Ground Communications systems for both Government and 
Industry.   
 
He has held increasingly responsible positions in large scale IT infrastructure operations and assisted 
customers with initial design and systems testing and has supported optimization for performance 
and cost of operations. 
 
Mr. Trussell has also managed Large Enterprise Cyber Security Operations and has applied Cyber 
Security And IT Infrastructure expertise to determine technology trends for IT Market Research, 
Informing Customers, Systems and Software Providers and Investment Professionals. 
 
Recently, he supported the FAA in developing a cyber security assessment methodology for 
airborne systems.  The resulting methodology was also delivered to the aviation safety professionals 

responsible for certification of airborne systems. 
 
Mr. Trussell holds a Bachelor’s degree in aviation technology from Purdue University and is an active pilot and flight instructor. 
 
 
 

______________________________________________________________________________________ 
6727 Delilah Road, Suite 100, Egg Harbor Township, NJ 08234 

Tel (609) 272-1515    Fax (609) 272-1888 
E-Mail: Trib.Singh@EITinc.net 

www.EITinc.net 



President, CEO & Chief Decision Scientist ‐ Dr. John Johnson is MBDM's Founder 
and a past Senior Manager and Director of Booz Allen's Global Technology and 
Predictive Modeling Practice, PricewaterhouseCoopers' Integrated Performance 
Management Practice, Answerthink's Financial and Cost Management Practice 
and the Hackett Group's Global Benchmarking Practice.

Dr. Johnson holds a Masters in Computer Science and Business Mathematics 
(with a Major in Business Information Technology), a Masters in Business 
Administration (with Majors in Strategy & Finance), a Post‐Graduate Diploma in 
Business Administration, and a Doctorate in Operations Research and Industrial 
Engineering (with a minor in Applied Mathematics).

He is a member of The Institute for Operations Research and the Management 
Sciences (INFORMS), The Institute of Industrial Engineers (IIE), The Strategic 
Planning Society (SPS), The Institute of Management Consultants (IMC). He is also 
a Certified Six Sigma Master Black Belt.

Dr. John Johnson



NAWCAD LKE SBR : Cyber Security & 
Emerging Technologies Virtual 
Conference – July 23, 2020
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Technology Software License Sales

Navy Systems Commands

dan.rupinski@oracle.com

(650) 291-0852
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Cyber Security & Emerging Technologies

• What are we seeing across Navy Systems Commands/NAVAIR?

• What are we seeing across NAVAIR/NAWC AD LKE?

• What makes a best practices approach to cyber security?

• What emerging technologies are capable of delivering on the mission 
owner’s future direction?

• What recommendations would be a first step for NAWC AD LKE?



Navy Systems Command Oracle Assets (1 of 2)
DON ESLA for Oracle II

• Unlimited License Agreement for eleven (11) Oracle technology products

• Technology catalog products price hold, pre-negotiated Ts & Cs, starting 
at 70% discount

• Indefinite Delivery Indefinite Quantity (IDIQ) #: N0018918DQ001 

• Reseller Name: DLT Solutions, LLC 

• Effective Date: 31 May 2018 

• Expiration Date: 30 May 2023 

• DON Oracle Customer Site: 
https://navy.deps.mil/peoeis/sites/pmm110/oracle/default.aspx (.mil CAC 
required) 



Navy Systems Command Oracle Assets (2 of 2)
Oracle Cloud Infrastructure 

• Defense Information Systems 
Agency signed 10/5/19

• Provisional Authority to Operate -
Impact Level 4 / Impact Level 5

• Infrastructure As A Service (IaaS) / 3 
DoD Regions

• Core Services:

• Compute Service

• Bare Metal Service

• Virtual Machine Service

• Object Storage Service

• Block Storage Service

• Database Service

• Key Management Service

• Network Service

• Load Balance Service

• FastConnect Service

• Exadata Service



Oracle Tech & DLT Solutions DON ESLA 
Live Webcast

Tech ULA/Catalog product spot light
ESLA – portal & ordering guide training
Date/Time – To Be Determined
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    DEPARTMENT OF THE NAVY  

ENTERPRISE SOFTWARE LICENSING AGREEMENT  

for   

ORACLE II  

 

AGREEMENT OVERVIEW  
 Indefinite Delivery Indefinite Quantity (IDIQ) #:  N0018918DQ001  

 Reseller Name:  DLT Solutions, LLC  

 Effective Date:  31 May 2018 

 Expiration Date:  30 May 2023  

 DON Oracle Customer Site:    
https://navy.deps.mil/peoeis/sites/pmm110/oracle/default.aspx (.mil CAC required)  

The use of Department of the Navy (DON) Enterprise Software Licensing (ESL) Agreements is mandated per the 22 

February 2012, DON Chief Information Officer (CIO)/Assistant Secretary of the Navy (ASN) Research, Development, 

& Acquisition (RDA)/ASN Financial Management & Comptroller (FMC) memorandum to achieve maximum cost 

savings.  

___________________________________________________________________________________________  

WHAT IS COVERED UNDER THIS AGREEMENT?  
The DON ESL Agreement for Oracle consists of two parts:  

1. Unlimited License Agreement (ULA) Products:  Provides unlimited use of 11 software products within the 

DON, including maintenance renewal.  

2. Catalog:  Most of Oracle’s remaining software products are available for purchase at a 70% discount from Oracle 

list prices (80% for purchases exceeding $1M). Discount percentages vary depending on the type of catalog 

product purchased and the total dollar amount of the purchase. Catalog prices are static through May 2023. 

ULA Products     

  

Catalog Products  

• Oracle Database   
­ Enterprise Edition  

(Processor) 

­ Standard Edition 2  
(Processor)  

­ Personal Edition  
(Named User Plus)  

• Oracle Advanced Security  

• Oracle Diagnostics Pack  

• Oracle Tuning Pack  

• Oracle Partitioning  

• Oracle Database 
Lifecycle  
Management Pack  

• Oracle Data Masking and 
Subsetting Pack 

• Oracle Label Security 

• Oracle WebLogic Suite  

• Oracle Database Vault 

• Oracle Audit Vault and 
Database Firewall 

  

• Oracle Technology Price List 

• Oracle Fusion Applications Product Price List 

• E-Business Suite Price List 

• Business Intelligence Applications Price List 

• Oracle Application Integration Architecture 
Price List 

• Peoplesoft Enterprise Applications Price List 

• JD Edwards Applications Price List 

• Siebel Applications Price List 

• Construction & Engineering Price List* 

• Crystal Ball Product Price List* 

• MySQL Price List* 
* These products are sold at varying discount levels in accordance 

with the Terms and Conditions of the End User ordering document. 
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___________________________________________________________________________________________  

VALUE TO THE DON  
 Improves DON buying and negotiating power for maximum discount and cost avoidance  

 Centralized ordering enables greater visibility, oversight, and control over software procurements  

 Enables DON customers to purchase the software their programs need in a pre-negotiated environment with 

pre-established low prices  

 Allows for unlimited data-sharing for all DON authorized users 

 Allows unlimited deployment of ULA and catalog products in any cloud environment 

 Eliminates the requirement for a Justification and Approval (J&A) for catalog purchases at the ordering level 

___________________________________________________________________________________________  

WHO CAN USE THE DON ESL AGREEMENT FOR ORACLE?  
The DON is the official licensee. This consists of any entity considered a “Principal Element of the DON” (“PED”) 

as defined by the 32 Code of Federal Regulations, sections 700.203 and 700.204. Authorized users include: DON 

government employees (military, civilian, Navy Reserve, and National Guard assigned to the DON), contractors, 

non-human devices, detailed individuals that are included and accounted for in the DON in support of internal or 

external DON operations and those individuals or non-human devices who have access to, use, or are tracked by 

Oracle software.  

___________________________________________________________________________________________  
 

HOW TO ORDER  
For detailed ordering instructions and templates refer to the Oracle Consolidated Ordering Guide located under the  

“I Want To Order” tab of the Oracle site at: https://navy.deps.mil/peoeis/sites/pmm110/oracle/default.aspx (.mil 
CAC required). This Guide contains essential information regarding the DON ESL Agreement for Oracle, authorized 

users, products available under the ESL Agreement, ordering instructions and processes, and Point of Contact 

(POC) information.  

___________________________________________________________________________________________  

WHO SHOULD I CONTACT WITH QUESTIONS ABOUT THE AGREEMENT?  
Inquiries regarding the DON ESL Agreement for Oracle may be directed to the following POCs:  

   

Title  Name  Phone Number  Email  

DON ESL Project Officer  Danny Franco  +1 703 432 7432 danny.franco@usmc.mil  

DON ESL Contracting Officer Lawrence Mark +1 717 605 3079 lawrence.r.mark@navy.mil 

DON ESL Contracting Specialist  Luke Denault +1 717 605 2057   lucas.denault@navy.mil 

DON ESL Project Support   Lauren Strepka  +1 703 432 7431  lauren.strepka.ctr@usmc.mil  

DON Oracle Contracts Email: NAVSUP_WSS_ORACLEELA@navy.mil  

For additional information about the DON ESL Program (PMM-172.4) and other DON ESL Agreements, please visit:  

https://navy.deps.mil/peoeis/sites/pmm110/default.aspx (.mil CAC required)  

https://navy.deps.mil/peoeis/sites/pmm110/oracle/default.aspx
https://navy.deps.mil/peoeis/sites/pmm110/oracle/default.aspx


Thank you

Dan Rupinski

Technology Software License Sales
Navy Systems Commands
dan.rupinski@oracle.com
(650) 291-0852

Copyright © 2020, Oracle and/or its affiliates. All rights reserved.
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Corporate Headquarters
6727 Delilah Road, Suite 100

Egg Harbor Township, NJ  08234
(609) 272‐1515

www.eitinc.net

Award Winning Federal Contractor

EIT, Inc.
Virtual Event NAWCAD LKE Small Business Roundtable (SBR)
Topic: Cyber Security and Emerging Technology

Presenters:
Trib Singh, President & COO

Bill Trussell, Cyber Security SME

23rd July 2020



Corporate Overview

Award Winning WOSB
with 25 Years of DoD, DOT & DHS Exp.

• Headquartered in Egg Harbor Township, Near 
Atlantic City Int’l Airport, NJ 

• Technically Competent provider of 
Engineering, Research, Management, IT and 
Software Development Support Services

• Strong Management Capability with track 
record of successful performance on small 
and large contracts 

Company Proprietary
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• Department of Defense (DOD)
• Army (CECOM)
• Navy (NAWCAD, SEPORTe, SPAWAR)
• Air Force (AFSPC)

• Department of Transportation (DOT)
• Federal Aviation Administration (FAA) Headquarters
• FAA William J. Hughes Technical Center
• Volpe National Transportation Systems Center
• Federal Motor Carriers Safety Administration (FMCSA)

• Department of Homeland Security (DHS)
• Science & Technology (S&T) Directorate
• Transportation Security Administration (TSA)
• Transportation Security Laboratory (TSL)
• Federal Air Marshals (FAM)

• National Aeronautics and Space Administration (NASA)

Our Clients
Supporting Defense, Civilian and Commercial Clients for 25 years

3www.eitinc.net



 Engineering Services

 Program Management

 Research & Development

 Information Technology

 System/Software Development 

 Technical Training

4

Our Services



Air Traffic Management Systems & Technologies
• CNS, Weather and NextGen Automation Systems
• UAS Integration into National Airspace Systems

 Aviation Safety and Big Data Analytics
• Airport, Aircraft, Rotorcraft and UAS Safety
• Data Modeling & Functional Modeling of Airline                
Maintenance Operations

• Software Tools, Metrics and Predictive Models                    
Development for Aviation Safety Inspectors

 Aviation Security Systems & Technologies
• Passenger and Carry‐on Bag Screening
• Checkpoint and Checked Baggage
• Cargo Screening

5

Domain and Core Competencies



Facilities Operations, Maintenance & Logistics
• Environmental Engineering
• EOSH Inspections & Compliance Monitoring                       
of Facilities, Laboratories and operations

Training Development & Delivery
• Needs Assessment & Course/Curriculum Development
• Delivered Training to:

• Aircraft Manufacturers
• Air Traffic Controllers and Simulation Pilots
• Federal Air Marshalls
• Safety Management Systems and Safety Assurance Systems
• OSHA Requirements Training
• IT and Programming Languages

6

Domain and Core Competencies
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Domain and Core Competencies

• IT, SDLC and Agile Application 
Development
– AWS Development
– Internet, Networking, Web‐Based 

Development, Websites & Web Portals
– Database Development & Data Analytics
– Geographic Information Systems 

Development

 Information Assurance, Information 
Security & Cyber Security
• Security Engineering
• Identity Management
• Avionics Cybersecurity
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Cyber Security & Emerging Technology

Bill Trussell 
Cyber Security SME



Extensive Cyber Security Experience 

9

Expertise in Avionics Systems And Air Ground Communications
Managed Large Enterprise Cyber Security Operations
Applied Cyber Security And IT Infrastructure             Technology 
Trends to IT Market Research, Informing                                
Customers, Systems and Software Providers                                       
and Investment Professionals

Developed FAA Cyber Security Assessment                               
Methodology:

• Designed To Be Flexible And Applicable To Airborne Systems
• Intended To Be Applied To Several Systems Resulting In Cyber 
Risk Assessments

• Included Risk Mitigation Evaluation Methodology
• Used To Inform Safety Professionals Responsible For The 
Certification Of Airborne Systems For Commercial Use



Aircraft Systems Information Security Protection (ASISP)
Avionics Cyber Security Requirement 
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Modify Aircraft Certification Standards based on 
cyber security risks

• Consistent with FAA safety risk management              
principles

• Introduce the concept of initial and residual                      
(after mitigation) risk

• Structured, traceable, repeatable

Base the work on current state‐of‐the‐art             
cyber security standards
Flexible, Applicable to any system of systems



The Challenge 

11

Cyber security was a new area of 
consideration for the customer at 
the time of this effort
Aircraft certification standards were 
previously focused on reliability of 
the systems in question
Addressing cyber security issues 
required educating a large 
organization on the risks and impact 
to overall safety posture
Utilize a diverse group of 
contributing organizations that 
include academia, government, and 
industry standards and vendors



The Results 

12

The initial effort created a flexible methodology framework
 Applicable to any system of systems

SRA Data Flow



The Results
(Continued) 
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System Theoretic Process Analysis for Security (STPA‐Sec)

Define 
purpose of 
analysis

Model the 
control 
structure

Identify 
Unsafe Control 

Actions

Identify Loss 
Scenarios

Frame the 
security 
problem

Wargame

 STPA‐Sec provides
• Qualitative formal process
• Analysis of whole system
 Top‐down approach

 Why not traditional tools?
• Focused on reliability
• Do not handle complex systems well
• Bottom‐up approach

SRA Data Flow



The Results
(Continued) 

14

Methodology framework is extended to the identification 
and evaluation of mitigation efforts
 Again, the process is applicable to any system of systems

MIDE Data Flow



The Results
(Continued) 

15

Initial Safety Risk Assessments completed for a 
number of systems in the areas of:

• Air Ground Communications
• Cockpit Productivity Systems
• Flight Control and Navigation Systems

Assessed Risks for Advanced Communications 
Systems

Cyber Risk Mitigations Were Evaluated and Ranked 
For Recommendation to Certification Authorities:

• System design changes
• Operations recommendations
• Supply chain certification issues
• Training and awareness changes



In Summary

16

EIT Brings Current Knowledge & Understanding of   
Cyber Security Requirements and Emerging Technologies

EIT Has the Requisite Experience to Provide                           
Cyber Security Solutions to Gov’t Requirements                                

• Assess Cyber Security Risks and Prevent Data Loss
• Propose and Implement Cyber Risk Mitigations:

Address system design challenges
Operations and incident response recommendations
Tools and Procedures Recommendations
Address Training and Awareness Challenges

EIT is Ready to Serve U.S Navy, NAWCAD Lakehurst 



Contact Information

Trib Singh, President & COO
Email:  Trib.Singh@eitinc.net

Office Tel#:  (609) 272‐1515

Mobile:  (609) 204‐1385



Seeking to leverage industry's talent 
and innovation to keep NAWCAD’s 
Navy ships and Systems Cyber-
Secure…



• THE CASE FOR A MORE VIGILANT APPROACH TO CYBER SECURITY – Why CYBER

Supply Chain Risk Management is so Critical Today?

• VADM Thomas J. Moore Commander, Naval Sea Systems Command – His Take – Expand

the Advantage

• MBDM’S CYBER SECURITY FRAMEWORK - OUR APPROACH (DRIVEN BY HVL)

• A Brief Case Study…

CONTENTS



Introduction: The U.S. is under systematic assault by Foreign Intelligence Entities (FIEs) who have augmented
traditional intelligence operations with nontraditional methods, including economic espionage, supply chain
exploitation, and the use of students, scientists, and corporate employees, to collect both classified and unclassified
information. The scale of this effort has put entire industries at risk.

Specifically, the globalization of supply chains presents a major attack vector, characterized by a complex web of
contracts and subcontracts for component parts, services, and manufacturing. FIEs use this complexity to obfuscate
efforts to penetrate sensitive research and development programs, steal vast amounts of personally identifiable
information (PII) and intellectual property (IP), and insert malware into critical components.

Supply chain exploitation, especially when executed in concert with cyber intrusions, malicious insiders, and
economic espionage, threatens the integrity of key U.S. economic, critical infrastructure, and research/development
sectors.

The following “best practices” provide options to address this threat.

National Counterintelligence and Security Center Supply Chain 
Directorate 

Cyber Supply Chain Risk Management 

BRIEF INTRODUCTION to WHY CYBER SUPPLY CHAIN SECURITY 
IS SO CRITICAL?



Emerging Technologies – Expanding the Advantage
VADM Thomas J. Moore Commander, Naval Sea Systems Command

HVL
We are facing adversaries who 
possess significant military capabilities 
and aspire to be the equal of the 
United States. These nation states are 
improving their warfighting 
capabilities at a rapid pace, shrinking 
our competitive advantage, and 
redefining international norms to 
further their long-term goals. 

It is imperative we outpace them. 
NAVSEA’s vision and mandate to 
expand our Navy’s competitive 
military advantage remains 
unchanged.

ONE OF THE THREE KEY PILLARS 
TO EXPANDING THE ADVANTAGE 
IS HVL…



Only when the functions of 
threat, vulnerability and 
consequence are measured, 
recorded, and evaluated, then 
actual risk can be determined –
and a risk management program 
de-signed and implemented. 

In this way a robust set of 
options can be developed and 
comprehensive measures can 
be executed to manage, 
mitigate, counter, avoid, or 
even buy down risk created by 
the nexus of threats, 
vulnerabilities or consequences 
imposed on the enterprise. 

RISK is a Functional Concept – With 15 Functional Dependencies
This Means All Environments are not EQUAL… 

Each Dependency Represents a Different Series of Interventions In Every Environment…
Risk Assessment & Responses (RAR Plans) MUST THEREFORE be Particular to Every Environment…

MBDM’s Cyber Supply Chain Risk Management (C-SCRM) Framework

SCRM
RISK

What gets measured – gets done!...
Adequate Cyber Performance Metrics are hard to define…



Emerging Technologies – Expanding the Advantage
Accelerated Cyber Problem Identification and Resolution

Each of these 4 Capabilities – when lacking infrastructure – become obstacles to effective Cyber Problem 
Identification and Resolution – even where reasonably well-defined COTS Cyber Solutions are in use.

High Velocity 
Organization

CAPABILITY #!
Capturing the Best Collective Knowledge & Making 

Cyber Problems Visible

CAPABILITY #2
Building Knowledge by Swarming & 

Solving Cyber Problems Fast

CAPABILITY #3
Spreading Cyber Lessons Learned to the Whole 

Organization

CAPABILITY #4
Leading By Developing Capabilities in 

1, 2 and 3

Some Key Characteristics of COL Environment:

• Need for Robust Reporting of / Responses to Incidents

• Need for Robust Seamlessly Integrated Performance Measurement, Performance Management & 

Performance Reporting System

Some Key Characteristics of COL Environment:

• High Complexity i.e., Collective knowledge is Critical

• Highly Integrated Parts / Components / Functions

• Extensive need for Prototype Mock-Ups to Control Costs and Predict Problems / Outputs and 

Outcomes

Some Key Characteristics of COL Environment:

• Complex Test Mechanics Pertinent to the Level of Complexity of Integrated Parts / Components being 

Designed & Built to include their Functions

• High Need to Determine “Expected Outcomes” from Every Meeting

Some Key Characteristics of COL Environment:

• “High Risk” Schedule, Related Costs and Overall Program Performance

• Past Knowledge Access Critical

• Knowledge Gap Closure

C
A

PA
B

IL
IT

IE
S

Faster Cyber Related 
Problem Definition…

HVL’s 4 Core Capabilities

B
E

N
E

FI
T

S

Aggressive Cyber Risk Mitigation and Management…

Faster Cyber Related 
Problem Resolution…

Faster Cyber Related 
Enterprise-Wide 

Learning…



Emerging Technologies
A CASE STUDY - BRIEF EXAMPLE…

Emerging Technologies – CASE STUDY
A BRIEF EXAMPLE…



Dr. John O. Johnson
MBDM Engineering,
1775 I STREET NW, SUITE 1150,
Washington DC 20006

Phone: 1-202-587-5779
Fax: 1-202-587-5601
Cell: 1-202-425-0556

MBDM CONTACT INFORMATION

Web Address: 
www.bdm-sce.com

GAGE CODE: 6VT41
DUNS #: 078765685

http://www.bdm-sce.com/



