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Offering full lifecycle software engineering and application 
development using cutting edge technologies, methodologies 
and industry best practices to deliver scalable, high-value 
capability.

Integrated
Solutions

SYSTEMS ENGINEERING/INTEGRATION
Bringing together component, systems and 
applications using disciplined approaches, 
processes and tools to produce innovation that 
is timely and cost effective.

CYBER
Delivering complete cyber assessments on 
systems, platforms, networks, and 
applications. We conduct attack vector 
analyses to detect vulnerabilities and ensure 
resiliency and survivability of your 
Information Systems and Platform 
Information Technologies. Mission 
Assurance is our focus, no matter what type 
of IT is used.

C5ISR
Supporting the design, development, integration and 

acquisition of state-of-the-art C5ISR solutions 
affording a superior, networked, knowledge rich 

environment that enables Warfighter domination.

SOFTWARE ENGINEERING

DIGITAL 
TRANSFORMATION

Offering comprehensive enterprise IT 
with innovative and next generation 

Digital Transformation services to adopt 
new technology, modernize legacy 
systems, and protect and optimize 

infrastructure.

BUSINESS 
INTELLIGENCE AND

DATA ANALYTICS
Using Big Data to enhance analytical capabilities 
to ensure our customers make informed decision 

in secure, real time environments.



What We Need to Focus On

Cyber defenses/protections need to be a focus for all DoD and Industry
• COVID-19 Impacts

• Mission-Business/Functional Threads, attack vectors and threats

• Critical: Survivability/resilience and mission/business assurance

• System/System of Systems/Platform Information Technology Protections

• Supply Chain and Maintenance actions

• Other threats such as High Powered LASERS, High Powered Microwaves

• CMMC Compliance:

Protection of classified data/information

Protection of Controlled Unclassified Information

(CMMC requirements, Sabre currently support the CMMC Accreditation Board in preparing 

for full    implementation of CMMC)

• Recruitment of cyber professionals in the region



4Meeting the Staffing Needs
for

Cybersecurity

Sabre leads a Cyber 
Consortium that includes 
Academia, Industry and 
Government to address
the supply/demand 
issues of cyber talent

This includes over 30 
colleges and universities 
from Blacksburg VA to 
Syracuse NY many in the  
mid-Atlantic regions (NJ, 
PA and MD)

Goal is to “grow 
our own” for better 
recruitment AND 
retention
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Current Consortium 
Members

Navy Alliance
Tri-County Council
SMART
The Patuxent Partnership
Syracuse University
St. Mary’s County Public Schools
Virginia Tech
Navy Alliance
FireEye
Obsidian (they develop cyber training for NDU)
Georgia Tech Research Institute
University of Maryland, College park
University of Maryland Global Campus
College of Southern Maryland
St. Mary’s College
University Systems of Maryland, Southern Maryland
Johns Hopkins Applied Physics Lab
Marshall University

Radford University
Arcadia University
Temple University
Rutgers University
Drexel University
Marymount University
Immaculata University
Mary Washington University
George Mason University.
Chestnut Hill University
Bowie State University
Florida Institute Of Technology
Notre Dame College of Maryland
Salisbury University
Rowan College at Burlington County
Towson University
Webster University
BAI RMF Academy



So, What is the Threat?

Known ongoing attacks against telecom, health care (biometrics), defense, supply chain, financial records, PII
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LCC

Theater
JIOC RSOC

Information Dominance
Network Characteristics 

• Trusted information to the warfighter NRO, Services
• Dynamic organic tactical network Internet
• Aggregated, protected data storage 
• Multi-path data backbone
• Prioritized data transport Information Backbone
• User-defined picture (UDP)

Numerous Cyber Threat Paths
Surviving in a cyber contested battle space with mission assurance

E-2D

P-8
STUAS

UUV

JSF

COOPERATIVE BATTLESPACE
AWARENESS & NETWORKED OPERATIONS

VTUAV

SSGN

TRITONCONUS / National
NGA, NSA, DIA,
COCOMS, DISA,
NRO, Services

10th Fleet,
ONI, CNMOC

Internet
Information Backbone

Flexible, tailorable, 
scalable, globally 
netted

MOC FIOC

Strike Group

Information as Warfare

Strike Group

Precise Effects

Tactical Data 
Transport / Network

Tactical



8Understanding the Threat
with Cyber Risk Assessment 

Processes

Mission & System Awareness
Cyber Attack Surface Topology 
Development Viewpoint(s), Mission-to-
Node Mapping and Threats/Vulnerability 
Formulation

MEFs and their 
Dependency 

on System

Performance 
Degradation 

Tolerance 
(Magnitude 

and Duration)

Threats

Known 
Vulnerabilities

Initial Mitigations

Redundancy

Directionality

Original 
Source

Inter-node 
Services Provided

Cyber Relevant Nodes 
(People, Process, 
Technology)

Analysis & Assessment
Determining System’s Cyber Risk 
Posture: Access Point Criticality, 
Susceptibility, Resilience, and 
Threat Credibility

Mitigation/Remediation
Mitigation Optimization, Decision 
Analysis, and Implementation 
(Cyber and Non-Cyber). Continuous 
Monitoring and Reassessments

There is a critical need to assess cyber threat impacts on all
Business systems, supporting IT infrastructure and weapon systems



MISSION THREAD ANALYSIS

CYBER/Airworthiness Certifications (as required)

Authority to Operate (If required) and operational manuals/documentation 

Mission Impact/Time dependencies after failures/cyber attakcs

Mitigation determination (TTP’s, hardware, firmware, software, etc.)

Cyber Survivability Attributes (CSA's) 

Risk Management identification/Threat Assessment 

Attack Paths and cyber-physical Dependency Matrices 

Vulnerability/Attack Path Assessment (Includes Supply Chain, Maintenance)

Failure Modes Effects Criticality Analysis (FMECA)/Fault Tree Analysis

Entry/Access point Determination 

Mission Decomposition (COTF, ROC/POE, MESM, MCSM) 

Identify Communication Boundaries (internal and external) 

How to Access Your Systems
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AVACS Weighs the Risk Output &

Provides More Confidence in Decision Making
ER7



11Sabre Developed the Key Cyber MTA Source 
Data Requirements for the USAF CROWS

• Mission(s) supported and Operational 
Objectives derived from the ROC/POE

• CONOPS/CONEMPS for the System
• NATOPS/NATIP and Naval Tactics, 

Techniques and Procedures
• Mission Essential Subsystem Matrix 

(MESM)
• Operation Viewpoint (OV)-1 High-Level 

Operational Concept Graphic
• OV-3 Operational Information 

Exchange (Resource Flow) Matrix
• OV-4 Operational Relationships Chart
• OV-5 Operational Activity Model
• Cyber Table Top (CTT) Operational 

Scenarios/Mission Threads
• System Viewpoint-5a Operational 

Activity to Systems Function System 
and Mission Criticality Assessment 
Output

• Defense in Depth Architecture Diagrams 
• Block wiring diagrams (Hardware (H/W), 

functional, etc.) 
• System interface documentation 

(Interface Control Document (ICD) 
Interface Requirements Document (IRD), 
Configuration Definition Document(s) 
etc.) 

• H/W and Software (S/W) information 
• H/W and S/W configurations 
• Technical or maintenance 

documentation 
• Information collected/processed/stored 

by system and sensors during mission 
(example: EO images from EO sensor, IR 
images from IR sensor) 

• DoD Architecture Framework (DoDAF) 
Views

• System data (interfaces, architecture, 
utilization, environmental, contexts, etc.)

• Critical Safety Items (CSI) List
• Supply Chain/Supply Chain Risk Management (SCRM) 

assessments
• Interviews with operators, logisticians, and maintainers
• Existing security policies and procedures
• Acquisition lifecycle status and Systems Engineering 

Technical Review (SETR) event point, along with the body 
of documentation used to support the events

• Program Protection Plan (PPP)
• Trusted Systems and Networks (TSN) Criticality Assessment
• RMF Assessment and Authorization (A&A) or legacy 

Certification and Accreditation (C&A) information from the 
Enterprise Mission Assurance Support Service (eMASS) and 
other sources 

• Traditional and Cyber C/FMECA

• Critical Intelligence 
Parameters (CIPs)

• Capstone Threat 
Assessment (CTA), 
System Threat 
Assessment Report 
(STAR) or Validated 
Online Lifecycle 
Threat (VOLT) 
(future replacement 
for STAR) 

• Cyberspace threat 
information (initial 
assessment based 
on the system’s 
doctrinal and 
mission utility)

Mission Technology Policy/Process/Supporting Assessments Threat Model

We also developed the Program Protection System Security Engineering Requirements for Survivability and Resiliency



12Cybersecurity Controls 
Applicability

Sabre Applies
These Additional
Mission Assurance
Requirements

We use a library of all required cybersecurity 
compliance controls/criteria approved for use by 
the DoD - this library applies a rating factor/value 
for each control/criteria  as applied to each system 
identified 

Example Library Entry:

AC-18 WIRELESS ACCESS

Control: the organization: 
A. Establishes usage restrictions, configuration connection requirements, and 

implementation guidance for wireless access and 
B. Authorizes wireless access to the information system prior to allowing such 

connections.

Rating Applicable 
Manned AC 

H

Applicable 
Unmanned A/C 

Vehicle

H 

Applicable 
Unmanned A/C 
Control Station

H 

Applicable 
Support 

Equipment 

H

Applicable
Shipboard 
Embedded
Systems 

H

Difficulty w 
Legacy

Low

Comments/ 
Rationale

Encompasses all Radio Frequency (RF) connections (not just 802.11).



Supply Chain Risk Management 
Sample Cyber Problem

Supplier

Complexity in Action
Smartphone
Components

Smartphone
Manufacturer/assembly

?????? DRAM ??????

?????? NAND
????????????

??????

??????

Image Sensor
??????

??????

??????

?????? Screen ??????

?????? AP
????????????

??????

??????

LCD-Driver
??????

??????

??????

??????

??????

Ap
pl

e 
iP

ho
ne

??????

??????

??????

Complex and Numerous Cyber Attack Vectors

https://www.apple.com/supplier-responsibility/pdf/Apple-Supplier-List.pdf



Introduction to CMMC

What is CMMC?
CMMC is about protecting Federal Contract Information (FCI) and Controlled Unclassified Information (CUI)

Why is CMMC being implemented?
• Create a unified cybersecurity standard for Department of Defense (DoD) acquisitions to reduce  

exfiltrations of FCI and CUI from the Defense Supply Chain (DSC)

• CMMC aims to improve the cyber maturity of companies throughout the Defense Industrial Base 

(DIB) to better protect sensitive data like FCI & CUI

• Each year the U.S. economy loses over 600 billion dollars due to intellectual property theft, nearly 

as much as the DoD’s total annual budget, which is is just over 760 billion dollars a year.

• Serious threats to our national security exist if FCI/CUI are not protected.



Understanding the CMMC Process

Safeguard Federal Contract Information (FCI) 

Serve as transition step in cybersecurity maturity progression to protect CUI 

Protect Controlled Unclassified Information (CUI) 

Protect CUI and reduce risk of Advanced Persistent Threats (APTs)

Level 1:

Level 2:

Level 3:

Level 4-5:

PRACTICES

Performed

Documented

Managed

Reviewed

Optimizing

Basic Cyber Hygiene

Intermediate Cyber Hygiene

Good Cyber Hygiene

Proactive

Advanced/Progressive

PROCESSES

Level 5

Level 4

Level 3

Level 2

Level 1



CMMC Domains

Access Control
(AC)

Asset 
Management

(AM)

Audit and 
Accountability

(AU)

Awareness 
and Training

(AT)

Configuration 
Management

(CM)

Identification 
and 

Authentication
(IA)

Incident 
Response

(IR)

Maintenance
(MA)

Media 
Protection

(MP)

Personnel 
Security

(PS)

System and 
Communications 

Protection
(SC)

System and 
Information

Integrity
(SI)

Physical 
Protection

(PE)

Recovery
(RE)

Risk 
Management

(RM)

Security 
Assessment

(CA)

Situational 
Awareness

(SA)



The CMMC Levels and Practices

+15 Practices

LEVEL 5
ADVANCED/PROGRESSIVE

171 PRACTICESLEVEL 4
PROACTIVE

156 PRACTICES

+26 Practices

LEVEL 3
GOOD CYBER HYGIENE

130 PRACTICES

+58 Practices

LEVEL 2
INTERMEDIATE CYBER 
HYGIENE

72 PRACTICES

+55 Practices

LEVEL 1
BASIC CYBER HYGIENE

17 PRACTICES



Best Practices & Prep:

Analyze current 
CMMC maturity
(current state of 
your company)

Perform a 
gap analysis 
(current state 

vs desired 
CMMC level)

Develop SSP 
(System Security 
Plan) & POA&M 
(Plan of Actions 

& Milestones) 
(for shortcomings)

Choose the 
right approach 
(do-it-yourself, 

3rd Party, 
combination)

Address the 
POA&M 

(remediate the 
deficiencies)

Conduct a full 
pre-audit

(to generate 
evidence of 

compliance and 
maturity)



Implementation:

Selecting and scheduling 
your C3PAO Auditor 

Determining who 
from your 

organization 
should be involved 

in the audit

Continuous 
monitoring & 

process 
improvement



Demo of how to understand where
you are and where you need to go!

Mr. Robby Royer, Sabre Systems, Inc.

rroyer@sabresystems.com



Thank – you!




